802.11 Wireless Network -
Securing State I'T Resources

Did you know?
The WEP security algorithm is insecure and vulnerable to
eavesdropping and traffic attacks.

Did you know?

802.11 transmits data over unlicensed radio waves, which are
easily identified and intercepted.

State 802.11 Wireless Networlk

# Challenges each user when attempting to access the network.

# [f the user does not enter the credentials of an authorized user, s'he is denied access.

® [f the user is authenticated, a session encryption key is negotiated and updated
periodically during the session,

ST e . ® A protected tunnel is set up for data communication.
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